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Abstract 
We develop an Interactive Voice Response (IVR) system that has a verbal dialog with potential entrants to secured 
buildings to permit legitimate people. Our system dynamically generates these dialogs from physical access control 
policies. Contents, number nor the sequence of questions are pre-programmed, but dynamically generated based on the 
policy and the provided answers. We use Item Response Theory (IRT) to generate a non-repeating, yet a minimal 
sequence of questions so that all permitted entrants would satisfy an acceptable level of competence and accuracy 
estimation that protects against the exposure of questions generated from policies with large number of rules. 
© 2013 Published by Elsevier Ltd. Selection and/or peer-review under responsibility of 
CENTERIS/ProjMAN/HCIST. 
Keywords: Policy, XACML, Interactive Voice Recognition, VoiceXML, Item Response Theory  
1. Introduction 
Many commercial applications like airline reservation services and credit card payment systems use 
Interactive Voice Response (IVR) systems to interface with customers in order to save human labor [1]. Most 
IVR systems provide routine services with a statically designed set of questions. We propose to dynamically 
generate human-machine dialogs appropriate for some scenarios. For example, consider replacing a security 
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guard that controls access to a secured building. When a person arrives at the door of a secured building, the 
guard may want some form of acceptable identity document, or ask a few questions to authenticate the person 
and validate the purpose of the visit etc. and many other purposes. If the guard asks the same set of questions 
from all respondents, these questions will become common knowledge, and all potential mal-actors may come 
ready to answer them. But everyone knwoing the answers to these questions does not constitute an excuse for 
the guard to ask a set of unrelated questions, and may even violate institutional policies. Also most accesses 
are governed by policies. Consequently, we propose to use a policy–based dynamically question generating 
IVR system to control physical accesses.  
 A policy-based Interactive Voice Recognition (IVR) system provides hands-free access control service to 
special-needs people, government, military, fire-fighters etc. [2]. But many policies for physical access 
control have too many rules. Consequently, blindly converting such a rule base to human-machine dialogue 
would result in very long conversations with many disadvantages. The first is that human users would become 
frustrated of being subjected to long machine driven interrogations, and thereby reducing the usability of the 
system. The second is that long conversations take longer time to arrive at an accept/reject decision, and likely 
to create long queues at entrances. In addition, having a line of people behind one person in close proximity 
may leak private information of person answering the questions. Also, others may quickly learn the set of 
questions and answers that would get them authorized, thereby gain unauthorized access. 
One solution is to choose a random number of attributes and generate dialogues from them. Statistically 
such a process suffers from many problems. The first is that, if the questions are selected randomly following 
a normal (Gaussian) distribution, the probability of any user answering these questions correctly may not 
exceed 50%. Secondly, the set of questions generated by using a randomized approach may be unimportant or 
irrelevant to the requesting permissions. Thirdly, a randomized process may generate a set of questions that 
may not be answered by most legitimate users. Consequently, we propose to use Item Response Theory that 
provides the basis for selecting tests from large numbers of potential questions. 
Psychmotricans in social sciences and standardized test preparation organizations such as the Educational 
Testing Services that administer standardized test examinations like SAT, GRE, GMAT etc. have developed 
methodologies to measure an examinee’s trust or credibility from answers provided to a series of questions. In 
traditional tests, the ability of the examinee is calculated by adding up the scores of correct answers. 
Currently, Computerized Adaptive Testing (CAT) that relies on Item Response Theory (IRT) has been used to 
better estimate an examinee’s ability. It has also been shown that the use of CAT/IRT reduces the number of 
questions necessary to reach a credible estimation of the examinee’s ability by 50%. CAT/IRT can be used to 
control the number and order of questions to be generated based on examinee’s previous answers [3, 8]. 
We use CAT/IRT in more than one way. The first IRT enables policy administrators to give more weight 
to more relevant or mandatory rules making it possible to generate questions based on their importance. 
Secondly, the confidence in estimating of the user’s ability is much more than 50%, which is a direct result of 
the previous benefit. Third, the number of questions necessary to estimate the ability is reduced because the 
most important and relevant questions are asked. Fourth, when there are fewer questions, less time is needed 
to reach accept/reject decision. Fifth, using the best set of questions suitable to the user, the next user in line 
will not get the same set of questions. Sixth, this method of generating questions also minimizes item 
exposure for people in line listening and learning questions and answers.  
The rest of the paper is written as follows. Section 2 describes the basis of our work. Section 3 describes 
our main contribution of using IRT to dynamically generate dialogues from policies. Section 4 describes our 
architecture and the implementation. Section 5 describes related work and Section 6 concludes the paper. 
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2. Background 
This section describes some background about elements used to construct our policy-based dialogue 
system for physical access control. 
2.1. Access Control Policies 
Access control policies specify which subjects may access which resources under some specified 
conditions [4]. An attribute-based access control policy specifies Subjects, Objects and Resources using some 
attributes. For example, a verified combination of (ID, password) pair or some accepted biometric 
characteristics may be specified as subject attributes. In our work, we use the OASIS standard XML-based 
eXtensible Access Control Markup Language (XACML) for specifying physical access control policies [5]. A 
sample policy rule used in our work is shown in Fig 1.  
 
<?xml version="1.0" encoding="UTF-8"?> 
<Policy xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"  
          PolicyId="urn:oasis:names:tc:example:SimplePolicy1"  
          RuleCombiningAlgId="identifier:rule-combining-algorithm:deny-overrides"> 
          <Description>GMU VSE Example Secure resource access control policy </Description><Target/> 
          <Rule RuleId="urn:oasis:names:tc:xacml:2.0:example:SimpleRule1" Effect="Permit"> 
          <Description>A subject with name Nick can perform any action on any resource.</Description> 
          <Target><Subjects><Subject> 
          <SubjectMatch MatchId="urn:oasis:names:tc:xacml:1.0:function:rfc822Name-match"> 
          <AttributeValue DataType="urn:oasis:names:tc:xacml:1.0:data-type:rfc822Name">Nick</AttributeValue> 
          <SubjectAttributeDesignator AttributeId="urn:oasis:names:tc:xacml:1.0:subject:subject-id" 
                      DataType="urn:oasis:names:tc:xacml:1.0:datatype:rfc822Name"/> 
          </SubjectMatch></Subject></Subjects></Target></Rule></Policy> 
 
Fig 1: A sample XACML policy rule. 
Rule stated in Fig.1 allows a subject with an attribute-Id of “subject-id” having a value “Nick” to have 
access to any resource. In XACML, a subject that seeks access to a resource submits a query to an entity 
called a Policy Enforcement Point (PEP) that is responsible for controlling access to the requested resource. 
When requested by a user, the PEP submits attributes and context information the so-called Policy Decision 
Point (PDP) that in turn evaluates the request and responds as: “Permit”, “Deny”, “Indeterminate” or  “Not 
Applicable”. 
2.2. IVR Systems 
The main purpose of an Interactive Voice Recognition (IVR) system is to interact with humans using a 
voice stream. An IVR environment consists of a markup language to specify voice dialogues, a voice 
recognition engine, a voice browser and auxiliary services that allow a computer to interact with humans 
using voice and Dual Tone Multi-Frequency (DTMF) tones with a keypad enabling hands-free interactions 
between a user and a host machine [1]. Recently, many applications such as auto attendant, satellite 
navigation, and personal assistants such as Apple’s Siri, Google’s Voice, Microsoft’s Voice, etc., have started 
using IVR systems. The IVR language we use is Voice XML, sometimes abbreviated as VXML [6]. Briefly, 
Voice XML is a Voice Markup Language (comparable to HTML in the visual markup languages) developed 
and standardized by the W3C’s Voice Browser Working Group to create audio dialogues that feature 
synthesized speech, digitized audio, recognition of spoken and (DTMF) key inputs, recording of spoken input, 
telephony, and mixed initiative conversations. 
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2.3. Item Response Theory 
Item Response Theory (IRT), sometimes called latent trait theory is popular among psychometricians for 
testing individuals, and a score assigned to an individual in IRT is said to measure his latent trait or ability. 
Mathematically, IRT provides a characterization of what happens when an individual meets an item, such as 
an exam or an interview. In IRT, each person is characterized by a proficiency parameter that represents his 
ability, mostly denoted by (θ) in literature. Each item is characterized by a collection of parameters mainly, its 
difficulty (b), discrimination (a) and guessing factor (c). When an examinee answers a question, IRT uses the 
examinee’s proficiency level and the item’s parameters to predict the probability of the person answering the 
item correctly. The probability of answering a question correctly according to IRT in a three-parameter model 
is shown in equation (1), where e is the constant 2.718, b is the difficulty parameter, a is the discrimination 
parameter,  c is the guessing value and θ is the ability level [7]. 
ܲ ൌ ܿ ൅ ሺͳ െ ܿሻ ଵଵା௘షೌሺഇష್ሻ  (1) 
In IRT, test items are selected to yield the highest information content about the examinee by presenting 
items with difficulty parameter values that are closer to his ability value. This reduces time by asking fewer 
and relevant questions rather wider range ones while satisfying content considerations such as items or rules 
that are critical for a decision of access or scoring.  
2.3.1. IRT parameter estimation 
 
In order to determine the difficulty and discrimination parameters of a test item, IRT uses Bayesian 
estimation, maximum likelihood estimates or similar methods (MLE) [7, 8]. In the original IRT, an 
experiment is conducted to estimate these values for each item and at an assumed level of ability for various 
groups with associated probabilities. We model rule attributes as test items and rely on the policy 
administrator to provide the estimated values of IRT parameters using his judgment and experience. 
Nevertheless, by using our system we can also revise any initial values for these parameters. 
2.3.2. IRT ability estimation 
 
In IRT, responses to questions are dichotomously scored. That is, a correct answer gets a score of “1” and 
an incorrect answer gets a score of “0”. The list of such results consist an item response vector. For estimating 
the examinee’s ability, IRT utilizes maximum likelihood estimates using an iterative process involving a 
priori value of the ability, the item parameters and the response vector as shown in equation (2). Here, ߠ෠௦ is 
the estimated ability within iteration s. ܽ௜ is the discrimination parameter of item i, i=1,2,.., N. ݑ௜ is the 
response of the examine (1/0 for correct/incorrect). ௜ܲ൫ߠ෠௦൯ is the probability of correct response from equation 
(1). ௜ܳ൫ߠ෠௦൯ is the probability of incorrect response = 1- ௜ܲ൫ߠ෠௦൯ [7, 8]. 
ߠ෠௦ାଵ ൌ ߠ෠௦ ൅ ෌ ି௔೔ሾ௨೔ି௉೔൫ఏ
෡ೞ൯ሿಿ೔సభ
෌ ௔೔మ௉೔൫ఏ෡ೞ൯ொ೔൫ఏ෡ೞ൯
ಿ
೔సభ
  (2) 
Then, the ability estimate is adjusted to improve the computed probabilities with the examinee’s responses 
to items. This process is repeated until the adjustment becomes small enough so that the change becomes 
negligible. The result is then considered an estimate of the examinee’s ability parameter and the estimation 
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procedure stops. The ability or trait usually ranges from -Ğ to +Ğ, but for computational reasons acceptable 
values are limited to the range [-3, +3]. 
3. Using IRT to Manage and Control Dialogues  
We use Item Response Theory to manage and control dialogue questions generated from a large pool of 
policy rules in a way that shortens the length of dialogues while keeping the maximum accuracy in estimating 
the user’s trust. The IRT-based estimated (ș) represents the trust or confidence of the system in the person 
answering the questions in order to make an access decision given that subject attributes in a policy rule are 
treated as a test question.  
In order for our approach to succeed, we should be able to differentiate policy rules using IRT parameters. 
In order to do so, we have extended XACML to comply with IRT requirements, by adding a difficulty (b), 
discrimination (a) and guessing (c) parameters to every policy rule in XACML. We do so by proposing a 
Profile for Physical Access Control in XACML. Fig 2 shows our IRT extension to the rule shown in Fig 1. 
In this solution, the parameter values are hard-coded and it is assumed that the initial values are determined 
by the owner or administrator of the policy. In our current implementation and for testing purposes we use a 
default value of zero for c, which practically neutralizes it. The values of the other two parameters are decided 
by the administrator.  
 
ʳ ʰɗśśśśśɯŜɫśśɮɗʴ
ʳʴ
 ʳʴŞɨŜɥʳŵʴ
 ʳʴɨŜɥʳŵʴ
 ʳ
ʴɥŜɩʳŵ
ʴ
 ʳŵʴ
ʳŵʴ 
Fig 2: Example XACML IRT extension 
We have developed a solution based on the IRT two-parameter model, which relies on the item’s difficulty 
and discrimination parameters. While our algorithm is estimating the ability from these two parameters, it can 
be easily expanded to accommodate the three-parameter model, which adds the previously neutralized 
guessing parameter or downgraded to use the one-parameter (Rasch) model, which only uses the difficulty 
parameter. Fig 3 shows algorithm to estimate ability based on equations in [7]. 
 
ɨś 
śřřř
śř
ŵƋƋŵ
ɨś ſʳŜƀ
ɩś ʰ	ſƃƄƀŚ
ɪś ʰ	ſƃƄƀŚ
ɫś ʰ	ſƃƄƀŚ
ɬś ʰſř
řƀŚŵŵɨ
ɭś ɨʰſřƀŚŵŵɩ
ɮś Ś
ɯś ʰɨŚ
ɰś ɨŚ
Fig 3. Ability estimation algorithm 
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Our system estimates the ability of a user after every answer before selecting and asking the next question. 
When the ability estimation reaches a predefined level, the system conveys the decision at the end of the 
dialogue. Consequently, the resultant decision is based on the IRT characteristics of the rule and not on the 
number or the percentage of correctly answered questions. The ability estimate produced by our 
implementation also comes with a standard error (SE) value that is a measure of the accuracy of the estimate. 
Equation (3) presents the formula used for standard error calculation [7]. 
ܵܧ൫ߠ෠൯ ൌ  ଵ
ටσ ௔೔మ௉൫ఏ෡൯ொሺఏ෡ሻ೔ಿసభ
  (3) 
 Higher standard error indicates that the estimate is not very accurate, while lower values indicate higher 
confidence in the estimation. This too can be used as a means to discontinue the dialogue or use an alternate 
decision method. 
3.1. Benefits of using IRT in dialogues 
By using IRT to solve the problem of management and evaluation of the policy-based dialogue have the 
following benefits: 
• The intermediate values of the ability estimate and the standard error are used as stopping criteria of the 
dialogues generating shorter dialogues, instead of the fixed length dialogues.  
• Enables the control on order of questions to be asked. The most relevant and important ones, based on their 
IRT values, can be presented first saving time and leading to faster ability estimation. Most likely, higher 
ability users will answer harder questions quickly to avoid longer conversations, and others will not need 
too much time to be disqualified.  
• Questions are generated based on the item (rule) parameters and the dynamic estimation of the requester’s 
ability level. Questions generated wouldn’t always be the same as the case in a traditional IVR system 
achieving an important benefit of good distribution and randomization. 
• The previous benefit also leads to indirectly improving privacy, especially in a situation where other 
people are in close proximity to the person interacting with the system. The controlled randomization can 
produce different questions, but with same difficulty level. So, a bystander person cannot just repeat or 
record answers to gain access. 
• Such a system can compensate for an attribute that is inaccurately recognized because the decision depends 
on accumulative ability estimation and not on mathematical sum of correct answers. 
• The system would be able to reach a decision with a pre-specified accuracy level without asking all the 
possible questions that can be generated from the policy rules. This provides a new approach to policy 
evaluation by accepting some risk in making an access control decision, which might be an interesting area 
of research. 
4. The Policy-Based IVR System for Access Control 
We integrate two systems that extract attributes from the policy and dynamically generate dialogues.  
4.1. Architecture 
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Fig 4 shows the standard XACML data-flow diagram with our IRT extension on the side.  
Fig 4. The XACML data-flow with the IRT extension.
The flow of data in the XACML architecture is as follows: (1) PAPs write policies and policy sets and 
make them available to the PDP. These policy sets represent the complete policy for a specified access target. 
(2) The access requester sends a request for access to the PEP. (3) The PEP sends the request for access to the 
context handler in its native request format, optionally including attributes of the subjects, resource, action, 
environment and other categories. (4) The context handler constructs an XACML request context, optionally 
adds attributes, and sends it to the PDP. (5) The PDP requests any additional subject, resource, action, 
environment and other categories attributes from the context handler. (6) The context handler requests the 
attributes from a PIP. (7) The PIP obtains the requested attributes. (8) The PIP returns the requested attributes 
to the context handler. (9) Optionally, the context handler includes the resource in the context. (10) The 
context handler sends the requested attributes and (optionally) the resource to the PDP. The PDP evaluates the 
policy. (11) The PDP returns the response context (including the authorization decision) to the context 
handler. (12) The context handler translates the response context to the native response format of the PEP. 
The context handler returns the response to the PEP. (13) The PEP fulfills the obligations. (14) If access is 
permitted, then the PEP permits access to the resource; otherwise, it denies access [5]. Our XACML-IRT 
extension to the data-flow is as follows: 
1b. the policy is read and parsed by the JAVA/XML/Document Object Model (DOM) 
1c. Policy-IRT profile extension is parsed by the JAVA/XML/ Document Object Model (DOM) 
1d. extracted attributes (Id, value, difficulty, discrimination) are passed to the IVR system. 
1e. IVR generates a dialogue and collect attribute values from the subject. 
1f. the voice recognizer converts the successfully recognized utterances to text, formatted as a standard 
XACML request. 
The XACML IRT profile maintains the IRT attributes of the policy rule and is referenced by the PIP for 
these attributes. An example of these attributes is shown in Fig 2. For the dialogue generation, the XML-based 
policy rules in the PAP and the IRT profile are both parsed by the Java/XML Document Object Module 
(DOM), which reads all these attributes and passes them to the IVR system [9, 10]. Fig 5 shows a sample 
request generated by our dialogues. 
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</Request> <Subject> 
 <Attribute AttributeId="urn:oasis:names:tc:xacml:1.0:subject:subject-id"> 
  <AttributeValue> Nick </AttributeValue></Attribute> 
 <Attribute AttributeId="urn:oasis:names:tc:xacml:1.0:subject:subject-email"> 
  <AttributeValue> nick@gmu.edu </AttributeValue></Attribute> 
 <Attribute AttributeId="urn:oasis:names:tc:xacml:1.0:subject:subject-role"> 
  <AttributeValue> Professor </AttributeValue></Attribute> 
 <Attribute AttributeId="urn:oasis:names:tc:xacml:1.0:subject:subject-department"> 
  <AttributeValue> Computer Science </AttributeValue> 
 </Attribute></Subject><Resource/><Action/><Environment/>                        </Request> 
Fig 5. A Sample XACML Request Generated from a dialogue 
 
Our system uses a basic PDP, PEP and PIP to show the IRT-extension integration. The PDP is capable of 
producing a decision of grant or deny access based on rule’s IRT parameters and interactive and dynamic 
answers of the user. Section 4.2.2 shows this. 
Our example XACML rules are concerned of subject’s authorization to have access to a physical facility, 
which is a building with departments and offices. The rules see if someone with name, e-mail, role and 
department is granted access. These rules are located in the original XACML policy file. The IRT parameters 
such as difficulty and discrimination are located in the XACML-IRT extension file. The link between the two 
files is the “Rule Id”. 
4.2. Implementation 
We use the Voxeo’s Prophecy local server as our voice platform for voice recognition and to run the 
dialogues and Java, Java Server Pages (JSP), and Java Script (JS) to implement the architecture modules, and 
communicate between the XACML-PDP (for evaluating access control policies), the IVR module (for asking 
questions and gathering answers) and the IRT implementation to estimates the user’s ability/trust scores.  
4.2.1. Voice Platform (Voxeo) 
 
Voxeo’s Prophecy is a comprehensive IVR and standards-based platform [11]. Some of the capabilities 
integrated into the platform are: automatic speech recognition, speech synthesis (Text-to-Speech), Software 
Implemented Phone (SIP) browser and libraries to create and deploy IVR or VoIP applications using VXML 
CCXML. It supports most of server side languages, application servers and has a built-in web server.  
4.2.2. Inter-operation between the Three Runtimes. 
 
The dialogue starts when the system is engaged by a person in front of the building gate. The conversation 
starts with a menu in VoiceXML hosted on the local Voxeo Prophecy web server. The voice browser connects 
to the web server and converts text to speech and speech to text. Fig 6 shows a sample VoiceXML code. 
 
<form id="Begin"> <block> <prompt bargein="true"> 
                           Welcome to G M U Volgenau School of Engineering 
                    </prompt> 
                   <prompt baregin="true"> 
                           Only authorized people can have access to this facility        
                    </prompt> 
                    <assign name="xacmlResource" expr="'V S E Main Gate'"/>
                    <goto next="#Resource"/>  </block> 
</form> 
Fig 6. VoiceXML main form 
369 Mohammad Ababneh and Duminda Wijesekera /  Procedia Technology  9 ( 2013 )  361 – 370 
ɩś
śřřř
ś
ŵƋƋŵ
ɨś ʰſƀŚŵŵ
ɩś ʰſɏƀŚ
ɪś ʰɏŜŚ
ɫś ʰɏŜŚ
ɬś ʰŪŵŵŵŵɒŪŚ
ɭś ʰŪŵŵŵŵŪŚ
ɮś ŵƋƋŵ
ɯś ſʳŜƀ
ɰś ʳśʴũŪʫƃƄʫũţŪŚ
ɨɥś ʳś	ʴʰɏŚ
ɨɨś ƃƄʰ	ŜſɏƀŚ
ɨɩś ƃƄʰƃƄ
ɨɪś ƃƄʰɨŚ
ɨɫś 
ɨɬś ƃƄʰɥŚ
ɨɭś Ś
ɨɮś ʰɏſřřřƀŚ
ɨɯś ʴ
ɨɰś Ś
ɩɥś 
ɩɨś Ś
Fig 7. Policy-IVR-IRT algorithm 
 
A script embedded in the VoiceXML page fetches the policy, parses the policy into DOM, iterates through 
the rules one by one to extract the subject’s attribute names and their value and populate an array of questions 
and answers. Attribute (name, value) pairs are passed to VXML to dynamically convert to questions. The 
system now waits for the user’s answers. If provided the VXML voice recognition engine converts the answer 
to text. This textual value is matched with the attribute value from the rule. If it matches a value of “1” is 
inserted in the response vector and if it doesn’t a value of “0” is inserted. 
After collecting all required values, the resultant vector of answer pairs, a priori θ, the difficulty and 
discrimination parameters from rules are used to estimate a posteriori θ, and the standard error (SE). This θ, is 
the estimated user’s ability and is compared to a threshold value specified by the policy administrator, say ߠሖ . 
Access is granted if (θ >ߠሖ ) and denied otherwise. Fig 7 shows our algorithm integrating policy, IVR and IRT.  
Recognizable utterances have to conform to a grammar [12]. For now, we use a simple hard-coded inline 
grammar, as shown in Fig 8. In a next phase, this grammar would be generated automatically as “grxml”. 
 
ʳʰɗɗʴ
ʳʴ
 ʳʩŜſƀŚʩʴ
 ʳŵʴ
ʳśʰɗŞɗʰɗɗʴ
ʳʰɗɗʰɗɗʴ
ʳŞʴ
ʳʴʳŵʴʳʴʳŵʴ
ʳʴɒŜʳŵʴʳʴʳŵʴ
ʳʴʳŵʴʳʴʳŵʴ
Fig 8. An inline grammar used 
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5. Related work 
Massie and Wijesekera were among the first to describe a system using IVR for access control [13]. 
Dismounted soldiers have to be authorized to be eligible to use operational information systems. Many recent 
works focus on issues related to XACML optimization and analysis. Our work is similar to theirs in 
attempting to reach a decision in the shortest time possible. But the difference is mainly in trying to reach that 
decision by relying only on a partial set of rules. Marouf et al. present an adaptive reordering and clustering-
based framework for efficient XACML policy evaluation by using data mining techniques to improve the 
performance of XACML engine evaluating very large policies [14]. However, our work is different in that we 
make access control decisions based on a set of the rules and not on all of them. Liu et al. optimizes XACML 
policies to on improve the performance of an XACML PDP by numericalization and normalization of 
XACML Policies [15]. The numericalization is used to convert the character string policies into numbers. The 
authors suggest that because numerical comparison is more efficient, the process improves performance. 
Contrastingly, our objective is not to improve the performance of the evaluation engine but to shorten 
dialogues and minimize the number of attributes necessary to make a good access decision. 
6. Conclusion 
We have designed and implemented a system that can dynamically generate efficient interactive voice 
dialogs for physical access control from XACML polices. We used Item Response Theory to generate shorter 
dialogues between the system and a human speaker. It is also useful in compensating for inaccurate voice 
recognition of attributes collected during dialogs. Our access control decisions are made on an estimated level 
of trust based on the importance or relevance of rules in our access control polices. This approach also enables 
the reordering of questions with the purpose of preserving privacy in IVR systems. Using this new approach is 
in IVR systems will enable and facilitate new types and usage of access control technology in enterprise 
systems and make them more ubiquitous and match advancements in mobile, cloud and voice technologies.  
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